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Hacking is pretty simple in theory…

Some guy writes shitty code You find a bug

^ from: 
https://linux.die.net/man
/3/gets

??? ProfitYou find a bug in it ???Some guy writes shitty code Profit

https://linux.die.net/man/3/gets
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- Andrew “Middy”, Circa Sept. 2024



Challenging Computer Assumptions

The language computers speak is a superset of the language we think computers speak

“testpass” “incorrect”



Challenging Computer Assumptions

The language computers speak is a superset of the language we think computers speak

??? ^ wtf does this mean

+ misc junk
- execution time
- random perf stats
- disk read/writes
- web accesses
- cpu power draw? idk (foreshadowing…)

“testpass” “incorrect”





Woo! Let’s do an activity



Case Study #1: Programs aren’t instantaneous

poopoopeepee



“Secure” programs aren’t always safe

- The threat model programmers use != the real world threat model
- Weʼre slowly getting there! (... sort of)
- https://www.chosenplaintext.ca/articles/beginners-guide-constant-time-cryptogr

aphy.html
- Are these attacks practical??

https://www.chosenplaintext.ca/articles/beginners-guide-constant-time-cryptography.html
https://www.chosenplaintext.ca/articles/beginners-guide-constant-time-cryptography.html


Case Study #2: Web exploitation on secure pages

xslaeks

Web exploitation without javascript??



Wtf is a ligature?



Wtf is a ligature?

f -> f

i -> i

fi -> 

The                      ery                                                                                    nch 

swiftly flicked its          ne feathers



Extra Credit: Breaking Government-Approved 
Crypto

(itʼs brute forcing but cooler)



Breaking Government-Approved Crypto

- You have some device, it has some firmware on it
- You wanna figure out what itʼs doing, letʼs look at that firmware!
- The firmware is encrypted with AES >:(

👁👄
👁



Let’s Power Analysis it!



How does it work

Simple: magic

Complex: ML magic



Ok but for real:

- Computers take power to do stuff (duh)
- They take more power to do different operations
- 34 + 12 -> 10pW
- 578284 + 7278894 -> 12pW



Hamming Weight Power Model

If a number has more “1”s in it (in binary form), your CPU draws more power when using 
it

255 = 0b11111111 -> draws “8” power

38 = 0b00100110 -> draws “3” power

0 = 0b00000000 -> draws “0” power



The abridged version:

AES Step 1:

temp = sbox[key[0] ^ ct[0]]

^ this is all we care
about!



The abridged version:

1. Make a guess as to what the key byte is
2. Simulate what the “expected” power draw is for that key byte
3. Find how different it is from the actual power draw
4. Which guess has the closest similarity (correlation) to the actual power draw? -> 

This is probably what the key byte is!
5. Repeat for next key byte



Extra Credit: Speculative Execution for dummies



Click to add title

- nah weʼre not getting this far not gonna make slides for this lol


