The University of Washington has a really cool physics department, in particular the North
Physics Lab (NPL)

The NPL operates the Center for Experimental Nuclear Physics and Astrophysics (CENPA)

The CENPA operates the Axiom Dark Matter Experiment (ADMX)

The goal of the ADMX is to reach the "golden parameter space of QCD axion dark matter"

They have an "axion haloscope which uses a strong magnetic field which converts dark matter

axions to microwave photons"

I want to access their research!
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. Welcome To SQL Injection
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¢ This Friday we will be helping people install common cybersecurity tools

¢ Next Wednesday, we are doing Intro to Web Servers -- how are webpages sent over the internet?

¢ Join our discord: https://discord.gg/9kvXBnxW



How do websites store data?

Most data is stored in databases

This includes user information, shopping inventory, social media posts, etc

We interface with them through specific programming languages like SQL



' What the fuck is sequel
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SQL stands for Structured Query Language

Represents a family of programming languages which interact with relational databases

Relational databases contain tables with columns and rows like an Excel spreadsheet

Common SQL languages include

°  MySQL

° Microsoft SQL Server (MSSQL or T-SQL)
° PostgreSQL

° SQLite



Typical SQL query

SELECT id, email, username, password
FROM users
WHERE username = 'user' AND password = 'pass'

More complicated query

SELECT id, name, price, gty
FROM promotions
ORDER BY price ASC
UNION
SELECT id, name, price, gty
FROM inventory
WHERE name LIKE 'laptop' AND gty > 0
ORDER BY price ASC



UNION glues two query results together into one table

Data types

o Can not

The number

o Can not

must match when being combined

UNION a string field and an integer field

of UNION fields must match across statements

UNION 3 fields from one database and 1 from another



Every SQL language has a schema table which dictates table and column names

Different SQL variants have subtle differences

SELECT * FROM table will return all columns from the table

Most SQL languages are not case sensitive



. SQL Injection (SQLi)
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¢ User submits their username and password

¢ Server builds a query like:

SELECT username, pic, email FROM users WHERE username = 'user' AND password = '
password';

e If there is a user with the same username and password it responds with usernames, profile
picture, and emails

¢ Server inserts those values into the user's home page and sends it to the user

the username and password are incorrect, the DB responds with no data



Evil Hacker Stuff (SECRET)

¢ What if a user inputs SQL syntax as part of their username?

¢ For example the username _
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Evil Hacker Stuff (EVEN MORE SECRET)

e If you can do SQL Injection you can run pretty much any SQL command

¢ These include

o Access data that you are not supposed to see

° Change data you are not supposed to change

o SLEEP(1000000000) to make the database unusable for 1,000,000,000 seconds



HI, THIS 15

YOUR SONS SCHOOL.

WE'RE HAVING SOME
COMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

%4

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-~ 7

~OH.YES. UTTLE
BORBY TARLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
~~ YOUVE LEARNED
t TOSANTIZE YOUR
DATARBASE INPUTS,
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Challenge 1

Access at http://ctf.batmans.kitchen/
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¢ Sanitized Input/Keyword Blacklists

° Remove/Disallow specific SQL keywords/structures when checking user queries

°© Won’t always work —-- lets see why



Challenge 2

Blacklist ., I, and numbers
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Challenge 3

what if the data we want is in another castle
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Challenge 4

google blind sqgli
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Prepared Statements

¢ Prepared Statements prevent SQL injection by separating data and query

¢ Also called parameterized queries
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ADMX was vulnerable to SQLi

I reported the vulnerability and it has been patched

While I could have leaked passwords I did not

Those passwords are from the RockYou breach



