
ADMX
——————————————————————————————————————————————————

   •  The University of Washington has a really cool physics department, in particular the North    
      Physics Lab (NPL)                                                                             

   •  The NPL operates the Center for Experimental Nuclear Physics and Astrophysics (CENPA)         

   •  The CENPA operates the Axiom Dark Matter Experiment (ADMX)                                    

   •  The goal of the ADMX is to reach the "golden parameter space of QCD axion dark matter"        

   •  They have an "axion haloscope which uses a strong magnetic field which converts dark matter   
      axions to microwave photons"                                                                  

   •  I want to access their research!                                                              
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Not Open To The Public
——————————————————————————————————————————————————

  Batman's Kitchen 2 / 25  



Passwords
——————————————————————————————————————————————————

   •  password          •  morguel       •  LESLIE        •  43130160       
   •  12345678          •  3211074       •  635289        •  198808a        
   •  abc123            •  Naida1        •  gyn92205      •  MONTEREY       
   •  qwerty            •  nokbamboo     •  juliacedeno    •  s12541254      
   •  kissing95         •  myshit7       •  whitbread1    •  asd854a3210    
   •  ashley            •  magenta55     •  5425027       •  99224433       
   •  saintapple        •  karimsalina    •  0806740864    •  glamlhez       
   •  086365316            s             •  5ontop        •  0201593574628  
   •  damonl            •  GENDOK        •  lindsa611     •  cep1980        
   •  princess          •  marilynmans    •  1980MJJ       •  Nemo2291       
   •  bp942003             onmm1569mm    •  luis1@zm      •  5513424*       
   •  ruzenka           •  clam395yoke    •  PINKY144      •  cgymnast       
   •  derecho10            227           •  201567        •  marie2569      
   •  =yaahsmmeedn=-    •  bridget95     •  0852526375    •  1972gnork      
   •  tinabhavnajhurr    •  sasuke223     •  draon2010     •  619818         
      y                 •  024688372  

   •  hans1526      •  j8693j        •  019782505      
   •  medcalf           •  metanitt85    •  reibengu       
   •  thelays4tw        •  71190e        •  GOLD123654    •  jclim792       
   •  mhokie            •  tyshashow     •  aidangrace1    •  joseylaura14   
   •  moo*              •  97003755      •  taniaxinha    •  32633025champ  
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   •  keynen            •  oliviamai     •  ks1947        •  howard54       



██ Welcome To SQL Injection
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Housekeeping
——————————————————————————————————————————————————

   •  This Friday we will be helping people install common cybersecurity tools                      

   •  Next Wednesday, we are doing Intro to Web Servers -- how are webpages sent over the internet? 

   •  Join our discord: https://discord.gg/9kvXBnxW                                                 
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Databases
——————————————————————————————————————————————————

   •  How do websites store data?                                                                   

   •  Most data is stored in databases                                                              

   •  This includes user information, shopping inventory, social media posts, etc                   

   •  We interface with them through specific programming languages like SQL                        
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▓▓▓ What the fuck is sequel
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SQL
——————————————————————————————————————————————————

   •  SQL stands for Structured Query Language                                                      

   •  Represents a family of programming languages which interact with relational databases         

   •  Relational databases contain tables with columns and rows like an Excel spreadsheet           

   •  Common SQL languages include                                                                  
      ◦  MySQL                                                                                      
      ◦  Microsoft SQL Server (MSSQL or T-SQL)                                                      
      ◦  PostgreSQL                                                                                 
      ◦  SQLite                                                                                     
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SQL Syntax
——————————————————————————————————————————————————

Typical SQL query

SELECT id, email, username, password 
FROM users 
WHERE username = 'user' AND password = 'pass'

; 

More complicated query

SELECT id, name, price, qty
FROM promotions
ORDER BY price ASC

UNION
SELECT id, name, price, qty

FROM inventory
  Batman's Kitchen WHERE name LIKE 'laptop' AND qty > 0 9 / 25  

ORDER BY price ASC



UNION
——————————————————————————————————————————————————

   •  UNION glues two query results together into one table                                         

   •  Data types must match when being combined                                                     

      ◦  Can not UNION a string field and an integer field                                          

   •  The number of UNION fields must match across statements                                       

      ◦  Can not UNION 3 fields from one database and 1 from another                                
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SQL Syntax Notes
——————————————————————————————————————————————————

   •  Every SQL language has a schema table which dictates table and column names                   

   •  Different SQL variants have subtle differences                                                

   •  SELECT * FROM table will return all columns from the table                                    

   •  Most SQL languages are not case sensitive                                                     
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██ SQL Injection (SQLi)
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How Websites Use SQL
——————————————————————————————————————————————————
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SQL Login
——————————————————————————————————————————————————

   •  User submits their username and password                                                      

   •  Server builds a query like:                                                                   

SELECT username, pic, email FROM users WHERE username = 'user' AND password = '
password';

   •  If there is a user with the same username and password it responds with usernames, profile    
      picture, and emails                                                                           

   •  Server inserts those values into the user's home page and sends it to the user                
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Evil Hacker Stuff (SECRET)
——————————————————————————————————————————————————

   •  What if a user inputs SQL syntax as part of their username?                                   

   •  For example the username admin';--

SELECT username, pic, email FROM users WHERE username = 'admin' AND password = '
password1!!!';

SELECT username, pic, email FROM users WHERE username = 'admin';-- AND password
= 'wrong pass';
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Evil Hacker Stuff (EVEN MORE SECRET)
——————————————————————————————————————————————————

   •  If you can do SQL Injection you can run pretty much any SQL command                           

   •  These include                                                                                 

      ◦  Access data that you are not supposed to see                                               

      ◦  Change data you are not supposed to change                                                 

      ◦  SLEEP(1000000000) to make the database unusable for 1,000,000,000 seconds                  
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xkcd 327
——————————————————————————————————————————————————
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██ Challenges
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Challenge 1
——————————————————————————————————————————————————

Access at http://ctf.batmans.kitchen/

@app.route("/challenge1", methods = ['POST'])
def challenge1():
    search = request.form["search"]

try:
        results = conn1.cursor().execute(
            "SELECT * FROM menu WHERE name='" + search + "'"
        ).fetchall()

return json.dumps(results)
except sqlite3.Error as err:

return json.dumps([['error:', str(err)]])
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Mitigations
——————————————————————————————————————————————————

   •  Sanitized Input/Keyword Blacklists                                                            

      ◦  Remove/Disallow specific SQL keywords/structures when checking user queries                

      ◦  Won’t always work -- lets see why                                                          
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Challenge 2
——————————————————————————————————————————————————

Blacklist or, =, and numbers

def has_numbers(s):
return any(char.isdigit() for char in s)

@app.route("/challenge2", methods=["POST"])
def challenge2():
    query = request.form["search"]

# I heard blacklists are secure...
if ('or' in query) or ('OR' in query) or ('=' in query) or has_numbers

(query):
return json.dumps([["Hack detected!", "No flag for you..."]])

try:
        results = conn2.cursor().execute(

f"SELECT * FROM menu WHERE bread_name='{query}'"
        ).fetchall()

return json.dumps(results)
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return json.dumps([['error:', str(err)]])



Challenge 3
——————————————————————————————————————————————————

what if the data we want is in another castle

@app.route("/challenge4", methods=["POST"])
def challenge4():
    query = request.form["search"]

try:
        results = conn4.cursor().execute(

f"SELECT * FROM menu WHERE c1='{query}'"
        ).fetchall()

return json.dumps(results)
except sqlite3.Error as err:

return (json.dumps([['error:',str(err)]]))
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Challenge 4
——————————————————————————————————————————————————

google blind sqli

@app.route("/challenge5", methods=["POST"])
def challenge5():
    query = request.form["search"]

# Wait.. what if I just don't show you output anymore :D 
# The bakery is closed you can't hack me anymore.
try:

        stmt = f"SELECT * FROM menu WHERE bread_name LIKE '{query}'"
print(stmt)

        results = conn5.cursor().execute(
            stmt
        ).fetchall()

# I found this cool random function that gives you garbage output!
# If I ask it for a lot of bytes it takes some time though
# fake_results = conn5.cursor().execute(
#     f"SELECT randomblob(10)"
# ).fetchall()

  Batman's Kitchen         output = [('The bakery is closed, no output for you!',)] 23 / 25  
return json.dumps(output)



Prepared Statements
——————————————————————————————————————————————————

   •  Prepared Statements prevent SQL injection by separating data and query                        

   •  Also called parameterized queries                                                             

def challenge1():
with conn.cursor(prepared=True) as cursor:

# Assume some user input here
        param = "' OR '1'='1"

try:
            cursor.execute("SELECT * FROM challenge WHERE bread_name=?", (param,
))

return json.dumps(cursor.fetchall())
except sqlite3.Error as err:

return json.dumps([['error:', str(err)]])
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Disclaimer
——————————————————————————————————————————————————

   •  ADMX was vulnerable to SQLi                                                                   

   •  I reported the vulnerability and it has been patched                                          

   •  While I could have leaked passwords I did not                                                 

   •  Those passwords are from the RockYou breach                                                   
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