
Introduction to Web Servers
Batman’s Kitchen 2025

*make a portswigger account while you’re waiting*
*download burp suite community edition*



Housekeeping

Friday - AI security talk by Jono

Every tues/thurs - Mitre embedded capture the flag (reach out to @ppanic)

Every (mon?)/thurs - CCDC real time defense competition (reach out to @lilian4972)



Recap: SQLi 



src=https://en.wikipedi
a.org/wiki/Multitier_arc
hitecture



URL

uniform resource locator

protocol



HTTP

Hypertext transfer protocol

Requests + responses



GET The GET method requests a representation of the specified resource. Requests using GET should only 
retrieve data and should not contain a request content.

HEAD The HEAD method asks for a response identical to a GET request, but without a response body.

POST The POST method submits an entity to the specified resource, often causing a change in state or side 
effects on the server.

PUT The PUT method replaces all current representations of the target resource with the request content.

DELETE The DELETE method deletes the specified resource.

CONNECT The CONNECT method establishes a tunnel to the server identified by the target resource.

OPTIONS The OPTIONS method describes the communication options for the target resource.

TRACE The TRACE method performs a message loop-back test along the path to the target resource.

PATCH The PATCH method applies partial modifications to a resource.

src=https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Methods
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GET: https://en.wikipedia.org/wiki/Batman



GET: https://en.wikipedia.org/wiki/Batman

Request 
Headers



GET

https://en.wikipedia.org/wiki/Batman

protocol



GET



GET





GET
Response 

Status Code



HTTP Status Codes

Informational responses 1xx

Successful responses 2xx

Redirection responses 3xx

Client error responses 4xx

Server error responses 5xx



What is Burpsuite?



What is Burpsuite?



3xx - Redirection

uw.edu 

http://uw.edu


4xx - client side error 

https://www.washington.edu/batman

https://www.washington.edu/batman


POST



POST 

Request 
Headers



POST

Request Body



POST



POST



Cookies



Cookies



POST



Access control: Insecure cookies / parameter

https://portswigger.net/web-security/access-control/lab-user-role-controlled-by-req
uest-parameter

Inspect element

● Windows: ctrl + shift + i
● MacOs: cmd + shift + i

https://portswigger.net/web-security/access-control/lab-user-id-controlled-by-reque
st-parameter

*you do not need burp suite for this challenge*

https://portswigger.net/web-security/access-control/lab-user-role-controlled-by-request-parameter
https://portswigger.net/web-security/access-control/lab-user-role-controlled-by-request-parameter
https://portswigger.net/web-security/access-control/lab-user-id-controlled-by-request-parameter
https://portswigger.net/web-security/access-control/lab-user-id-controlled-by-request-parameter


Doing cookies right (session ids)

- ID Name Fingerprinting = Cookie name not obvious
- ID Length = > 128 bits
- ID Entropy = unpredictable value
- ID Value = meaningless

src: INFO 310 wi24 Reifers



Doing cookies right (session ids)

- Secure Attribute
- HttpOnly Attribute
- SameSite Attribute
- Domain and Path Attributes
- Expire and Max-Age Attributes

src: INFO 310 wi24 Reifers





Curl

curl example.com

curl --path-as-is -i -s -k -X $'GET' \

    -H $'Host: en.wikipedia.org' -H $'Cache-Control: max-age=0' -H $'Sec-Ch-Ua: \"Not=A?Brand\";v=\"24\", 
\"Chromium\";v=\"140\"' -H $'Sec-Ch-Ua-Mobile: ?0' -H $'Sec-Ch-Ua-Platform: \"Windows\"' -H $'Accept-Language: 
en-US,en;q=0.9' -H $'Upgrade-Insecure-Requests: 1' -H $'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36' -H $'Accept: 
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7' -H $'Sec-Fetch-Site: none' -H $'Sec-Fetch-Mode: navigate' -H $'Sec-Fetch-User: ?1' -H 
$'Sec-Fetch-Dest: document' -H $'Accept-Encoding: gzip, deflate, br' -H $'Priority: u=0, i' \

    $'https://en.wikipedia.org/wiki/Batman'



APIs

Application programming interface



Every API has four components:

1. Where is the server that's running the API? (I.e., what's the hostname?)

2. Are we allowed to access it?

3. What content does the API give us?

4. What format should the request for content be in? What format does the response come 
back in?

src: CSE 154 24au Wolman
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https://dog.ceo/dog-api/documentation

1. Where is the server that's running the API? (I.e., what's the hostname?)

dog.ceo

2. Are we allowed to access it?

yes! no auth required

3. What content does the API give us?

dog photos

4. What format should the request for content be in? What format does the response come 
back in?

Request: https://dog.ceo/api/breeds/image/random Response: json

https://dog.ceo/api/breeds/image/random


Some no auth APIs

https://pokeapi.co/api/v2/pokemon/ditto

https://http.cat/404

https://api.fbi.gov/wanted/v1/list

https://pokeapi.co/api/v2/pokemon/ditto
https://http.cat/404
https://api.fbi.gov/wanted/v1/list


Take home challenges 

More access control!

https://portswigger.net/web-security/file-path-tra
versal/lab-simple

https://portswigger.net/web-security/access-cont
rol/lab-insecure-direct-object-references

API Security

https://portswigger.net/web-security/api-testing/l
ab-exploiting-api-endpoint-using-documentation

HTTP Verbs 

https://play.picoctf.org/practice/challenge/132 

https://portswigger.net/web-security/file-path-traversal/lab-simple
https://portswigger.net/web-security/file-path-traversal/lab-simple
https://portswigger.net/web-security/access-control/lab-insecure-direct-object-references
https://portswigger.net/web-security/access-control/lab-insecure-direct-object-references
https://portswigger.net/web-security/api-testing/lab-exploiting-api-endpoint-using-documentation
https://portswigger.net/web-security/api-testing/lab-exploiting-api-endpoint-using-documentation
https://play.picoctf.org/practice/challenge/132


For next wednesday…

Please have all of these set up on your device before we begin:

Burpsuite: https://portswigger.net/burp/communitydownload

Docker: https://docs.docker.com/engine/install/ 

OWASP Juice Shop: https://owasp.org/www-project-juice-shop/ 

If you need help, ask an officer!
docker pull bkimminich/juice-shop

docker run --rm -p 3000:3000 bkimminich/juice-shop

https://portswigger.net/burp/communitydownload
https://docs.docker.com/engine/install/
https://owasp.org/www-project-juice-shop/

